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Artificial Intelligence Threat Reporting & Incident 

Response System 

 

Smart cities will be cyber secure with IRIS project!  

The project’s Pilot Use Cases (PUCs) have been realised successfully! IRIS EU project, 

held the first round of its three Pilot Use Cases in March 2024 and after having 

received valuable feedback from the stakeholders who participated, continued with 

the second and last round in June 2024!  

Improving cybersecurity for smart cities is a major advancement that will be made possible 

by the IRIS project! Completing the project’s three Pilot Use Cases in June 2024 was the 

most important milestone of the project that showcased the capabilities of the IRIS 

technology solution and evaluated the project’s tools.  

The 1st Pilot Use Case (PUC 1) held in March 2024 at CISCO premises in Barcelona, Spain 

and in June 2024, remotely. PUC 1 was led by the Municipal Institute of Information (IMI) 

and its aim was to secure the IoT and control system infrastructure deployed in the 

tramway station against confidentiality and integrity breaches, promoting safety and 

security in urban environments and ensuring that trams, pedestrians and bikes can interact 

safely by mitigating the accidents resulting from man-made cyber-attacks. 

The second Pilot Use Case was also held in two rounds in March 2024, remotely and in 

June 2024, in Tallinn, Estonia. The pilot use case was led by the Finest Centre for Smart 

Cities with the aim of protecting the AI-enabled infrastructure of the autonomous 

transport system (AV shuttle and the Remote Operation Centre) available in Tallinn against 

potential orchestrated attacks. 

Forum Virium Helsinki led and organized the third Pilot Use Case, which took place online 

in both rounds. Consortium partners demonstrated the capabilities of Virtual Cyber Range 

in training CERTs/CSIRTs and validated the capabilities of the IRIS platform in safeguarding 

the Helsinki Smart Grid environment against cyber threats and vulnerabilities.   

https://www.cisco.com/
https://ajuntament.barcelona.cat/imi/en
https://finestcentre.eu/
https://finestcentre.eu/
https://forumvirium.fi/en/
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Besides the IRIS consortium partners, several stakeholders from national CERTs, the 

transportation sector and vulnerable road users, the telecommunication and energy sector 

and representatives from different municipalities attended the pilots and gave useful 

feedback regarding not only the technical parts but also about the social acceptance that 

is an important element of the project.   

 

Contact Details 

Project Coordinator: INOV - Instituto de Engenharia de Sistemas e Computadores, 

Inovacão, (INOV), Portugal  

Email: coordinator@iris-h2020.eu   

Project at a Glance 

 
Acronym IRIS 

Title Artificial Intelligence threat Reporting and Incident response System 

Funding 

 

This project has received funding from from the European 

Union’s Horizon 2020 research and innovation programme 

under grant agreement no 101021727 

Duration 36 months (September 2021 – August 2024)   

Project 

Coordinator 

INOV - Instituto de Engenharia de Sistemas e Computadores, Inovacão, 

(INOV), Portugal 

Email: coordinator@iris-h2020.eu   

 

Consortium  INOV - Instituto de Engenharia de Sistemas e Computadores, 

Inovacão, (INOV), Portugal  

 European Cyber Security Organisation (ECSO), Belgium 

 Directoratul National De Securitate Cibernetica , (DNSC), Romania 

 Netcompany Intrasoft SA (INTRA), Luxembourg 

 Thales Six Gts France SAS (THALES), France 

 Atos It Solutions And Services Iberia SL (ATOS), Spain 

mailto:coordinator@iris-h2020.eu
mailto:coordinator@iris-h2020.eu
https://www.inov.pt/
http://www.ecs-org.eu/
https://dnsc.ro/
https://www.netcompany-intrasoft.com/
https://www.thalesgroup.com/en
https://atos.net/en/
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 Cisco Systems Spain S.L (CISCO SPAIN), Spain 

 Exalens (CLS), Netherlands 

 Sidroco Holdings Limited (SID), Cyprus 

 Cyberethics Lab SRLS (CEL), Italy  

 Commissariat A L Energie Atomique Et Aux Energies Alternatives 

(CEA), France 

 Ethniko Kentro Erevnas Kai Technologikis Anaptyxis, (CERTH), 

Greece 

 Institute Of Communication And Computer Systems (ICCS), Greece 

 Technische Universiteit Delft (TU Delft), Netherlands 

 Tallinna Tehnikaülikool (TalTech), Estonia 

 Universitat Politecnica De Catalunya (UPC), Spain 

 Kentro Meleton Asfaleias (KEMEA), Greece 

 Institut Municipal D'informatica De Barcelona (IMI BCN), Spain 

 Forum Virium Helsinki OY (FVH), Finland                                                       

  

Social 

Media 

 Twitter: @iris_h2020 

 LinkedIn: IRIS H2020 Project 

Website 
www.iris-h2020.eu/  

 

https://www.cisco.com/
https://www.exalens.com/
https://sidroco.com/
https://cyberethicslab.com/en/italiano-il-problema-dei-bias-negli-algoritmi-di-riconoscimento-facciale-818/
http://www-list.cea.fr/en/
https://www.iti.gr/iti/index.html
https://i-sense.iccs.gr/
https://www.tudelft.nl/en/
http://finesttwins.eu/en
https://www.upc.edu/ca
http://www.kemea.gr/en/
https://ajuntament.barcelona.cat/imi/en
https://forumvirium.fi/en/
http://www.iris-h2020.eu/
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